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Abstract

It is well known that Unsolicited Commercial Emails (UCEpnemonly known
asspam are becoming a serious problem for email accounts of sumges, small
companies and large institutions. The presence of spanecausly compromise
normal user activities, forcing to navigate through maib®to find the - relatively
few - interesting emails, so wasting time and bandwidthupgag their storage
space. Eventually, they have often unsuitable content fasreographic material
advertising) that could be illegal for the minors. In thiglra, different counter-
measures to spam have been proposed, usigatory or technical approach
The legislative approach doesn’t obtain the desired resAlivariety of technical
approach are thus implemented in different anti-spamfdilterrently used to de-
tect the spam content [8]. In the past, researchers have st this problem as a
text classification or categorization problem. Howeverspammers’ techniques
continue to evolve and the genre of email content becomes arat more diverse,
keywords-based anti-spam approaches alone are no lorf§jeies.

Different techniques are used to analyze the mail text, thprty are learning-
based approach. Considering the spam detection as a biaasjfication prob-
lem, several algorithms from learning theory field can beduseach as bayesian
algorithms [5] or Support Vector Machin&YM) [6]. These systems, using the
acquired knowledge, are able to discriminate the syntlietittres in order to re-
ject the mail considered as spam. Note these approachesatigden’t take into
account the semantic content of e-mails.

In this paper, we propose a novel anti-spam system whiclaegivisual clues, in
addition to semantic analysis information in the email hadyletermine whether
a message is spam.

Figure 1:System Architecture

As shown in figure 1, we propose a system that integrates imagé¢ext seman-
tic analysis using a set of hierarchical decision systemspaiticular, the dif-
ferent modules of the algorithm are activated only when tleipus phases are
not sufficient to give a positive answer. We thus apply to the tontained into
e-mails some semantic analysis and Natural Language RingeBILP) based
techniques, i.e.(i)) Latent Dirichlet AnalysisI(DA)[7], in order to define a dis-
tribution of keywords for semantically categorizing e-teaiontents{ii) Latent



Semantic Analysis and Indexing$AandLSlI) [3] in order to define a semantic
vector space and for indexing aims. We also use Part of S{e€28 analysis in
order to divide the semantic problem into three simpler gtdizlems, for perfor-
mance reasons. Each document is represented with threeestdrs, containing
nouns verbs andadjectivesrespectively. In fact, it's an experimental evidence
that this kind of tokens i semantically representative &féimails contents, ob-
taining all the benefits offered HySA without losing of performance. Since vi-
sual information is becoming more prevalent in emails, itdyees increasingly
necessary to use such information to achieve high accutacgnti-spam filter-
ing. In this paper, we have analyzed a number of images cwdadnto spam
e-mails. First, we have noted that the most of spam imageartfieially gener-
ated and contain embedded text (i.e. text boxes embeddediage files). We
also note that Optical Character Recogniti@OR) tools can be efficiently used
only whenever no particular content obscuring techniquesised.

For this reason, we propose to use both the visual featudkstaer special fea-
tures obtained from th®CRsoutputs, i.e.jmage featureandOCR featuresin
particular, for the first category we propose classic festiguch asContrast
Entropy, Energy HomogeneityandDissimilarity, in addition to special anti-spam
features as proposed in [2Perimetric ComplexityNoise FrequencyAbout the
OCR features, we propose the following)number of special character§i)
maximum length of a consecutive special characters st(iilgnumber of words
that appear also in a dictionaifyy) ratio between the number of special characters
and normal onegy) ratio between the number letters in a correct words and total
number of letters(vi) ratio between th@erimetric complexitydescribed before,
and the total number of letter6yii) ratio between th@erimetric complexityand
real words that are present in the text.

In order to test the efficiency of our proposal, several eixpents have been car-
ried out. First, we built a databases with 8000 spam e-mad8( in English),
taken from the mail server of University Of Naples “Fedeti¢oThe 80% of the
corpusis labeled in five main categories: Medicine, SoféewBorn, Commercials,
Betting Website Advertising. We also built a “legitimate’h@ail corpus consist-
ing of 500 mail taken from wikipedia articles. We have thempared the results
of our method with the ones produced by commercial anti-sioents.
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