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1. Classifier s R esilientto
Ada ptiv e Adv er saries

¥ Problem: People assume training and testing are

similar

¥ Challenge 1: Adversary may change its behavior after

classifier is deployed

¥ Challenge 2: Adversary will try to exploit any

assumptions that we make (parametric distributions)

¥ Goal 1: Adversary model for classification
¥ Goal 2: Provable performance guarantees

¥ Approach: Game-theoretic formulation:

¥ Adversary makes the last move (adaptive)

¥ Classifier is optimal for any adversary in a
nonparametric class (minimize assumptions)

Example: MA C-lay er misbeha vior
% dCCESSES
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pmf Po

@ dCCESSES

channel
_according to

pmMf P+
Selfish station transmits without waiting for back-off
and therefore denies access to honest station

Access Point

Adv er sar y Model
¥ Let Xi denote the i-th back-off time before transmitting

¥ Lemma: Probability that the adversary accesses the
channel with n competing honest nodes:

1
P =
[y [X ]
L+ g
¥ Consider only distributions where Pa > G
e
¥letg=——

¥ Then the interesting pmfs p1 must belong to the
following set:

Ay = {q : qu(m) < g*ZO[X]}
x=0

Dec 8, 2007

Classifier Model
¥ Attack may happen anytime — Sequential detection D=(N,d)

¥ Low number of false alarms— Large E[Tra]

¥ Fast detection (you do not want the side effects: DoS, or degraded
service to last for long) — Small E[Tp]

¥ The algorithm must satisfy these properties for any p1 in Aq

Pr oblem Definition

¥ Define constraints that need to be satisfied by D:
Sa,b — {(N,dN ) : Po[dN — 1] < a and ]P);L[dN — O] < b}

¥ Find a saddle point equilibrium for the stopping time:
Let ! (D,p1) = E1[V]. We want:

D" Sa,b Ip]_ " Ag I (D*,pl)# | (D*vpak_)# | (Dap?li)

Pr oblem Solution

¥ |dea: Solve the max-min problem (attacker goes first) and and then
show it also solves the min-max formulation (classifier goes first)

¥ Classifier Solution: assume an arbitrary p1 and minimize:

min E{[N]
D ESa,b
¥ The solution to this problem is the Sequential Probability Ratio Test
|W
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Ref er ences

¥ A.Cardenas, S.Radosavac, J.Baras “Performance Comparison of
Detection Schemes for MAC Layer Misbehavior” INFOCOM 07

¥ Other examples: Watermarking (ICIP 07), IDS (Oakland 06)

2. Combining Classifier S

¥ Machine Learning Contributions (ROC curves)
¥ We show previous methods are suboptimal

¥ Our framework gives a theoretical background and
interpretation to previous heuristics

¥ We show experimentally the practicality of our
method

Ref er ence

¥ M.Barreno, A.Cardenas, J.D.Tygar “Optimal ROC for
the combination of classifiers”™ NIPS 07

¥ Security Contributions (Alarm Correlation for IDS)

¥ We provide a principled and practical way to
combine alarms for different IDS

¥ Our approach has three interpretations

1. If we know the costs of misclassification, it
minimizes the expected cost

2. For a fixed threshold, it maximizes the true
positives

3. It can be used as a ranking algorithm, so IDS
analysts spend time only in the most urgent
alarms

Ref er ence

¥ G.Gu, A.Cardenas, W.Lee “Principled Reasoning and
Practical Applications of Alert Fusion in Intrusion
Detection Systems” AsiaCCS 08

3. IDS Evalua tion

¥ Problem: Previously proposed metrics misinterpreted
¥ Reason: large and uncertain class imbalance
e Qur Approach: B-ROC curves
Refer ence

¥ A.Cardenas, J.Baras, K.Seamon “A Framework for
the Evaluation of Intrusion Detection Systems”
Oakland 06
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