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- obfuscating images to evade OCR tools
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e Qur first contribution: a systematic evaluation e

of OCR and SpamAssassin performance through *

automatic generation of spam images with s
different degrees of obfuscation 02

=> Filtering adversarial obscured images is very )
difficult, if spammers’ actions for evading
classifiers are not taken into account explicitly
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Image Spam Filtering BYADEtection
of Adversarial ObfusCatedshext

» Approaches alternative to OCR: image classification techniques
Aradhye et al., ICDAR 2005; Drezde et al., CEAS 2007
Drawback: “generic image features (color distribution, etc.)

e Qur approach: taking into account explicitly the adversarial environment by
using features aimed at detecting a specific characteristics of image spam:
the presence of obfuscated text Image Spam Classifer (SVM with RBF kernel)

025 | : Features: A;'adhye Set
Features: Aradhye Set + Image Cerberus
e Adding our features to “generic” ones o>
Improves the ham/spam discriminant |
capability of an image classifier 015 |
- 2,006 real spam images (personal) e "|
- 3,297 real ham images (Drezde et al., (Y] —
CEAS 2007) |
- *“generic” features: Aradhye et al., 0.05
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