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Attacks against SpamBayes
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• Attacks consist of messages that mislead SpamBayes.

• Attack messages cause filter to misclassify ham as spam.

• Result is denial-of-service making filter unusable.



Our Attacks

Dictionary Attack — makes

rare words look like

spam tokens.
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Targeted Attack — makes

targeted message appear

to be spam.
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